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1. Introduction
This document describes the interim results of the IP QoS tests with regard to differentiated services based on on Cisco network equipment at RUS and gives an short overview about the current implementation of the Cisco IP-QoS Solutions according to the Cisco documentation in Jan. 1999.

2. CISCO’s Mechanisms Supporting Differentiated Services

The most important mechanisms for providing differentiated services in IP routers are:

· Packet classification and policing mechanism on the ingress router of a Diffserv capable network cloud. According to Diffserv standards, this is done by setting the DS field (ToS field) of the IPv4 packet header.

· Scheduling and queuing mechanisms of the classified packets on all routers of the Diffserv capable cloud in order to reach different QoS for each class of end to end traffic flows. 

· Traffic Shaping is not a mandatory mechanism for providing differentiated service, but it could be used to reduce the burstiness of outbound traffic flows and so to reduce short time network congestion

The following features in the latest CISCO IOS implementations supporting these mechanisms were considered and are described below.

· Policing and Classification of traffic flows

· Queuing Algorithms that support classified flows

· Traffic Shaping

2.1. Policing and Classification

The CAR function allows classifying and policing the traffic on an incoming interface. It also allows specification of policies for handling traffic that exceeds a certain bandwidth allocation. CAR first looks at traffic received on an interface, or a subset of that traffic selected by access list criteria (IP flow identified through source- and destination IP address and port numbers). It compares its rate to a configured policing function (token bucket algorithm), and then takes action based on the result. For example, if the observed traffic is beyond its contract, it may drop the associated packets or lower the IP precedence level (if any).

2.2. Queuing Algorithms

Following the implemented queueing algorithms that could support priorisation and thus separation of data streams are described and evaluated considering the capability to separate network QoS per data flow. A data flow is here defined as a source-destination pair of ip addresses and port numbers.

2.2.1. Priority Queuing

The PQ Algorithm is historically one of the first implementations that gives strict priority to important traffic.

Classification is done according to network protocol (for example IP, IPX, or AppleTalk), incoming interface, packet size and source/destination address. PQ provides 4 class queues with configurable lengths and fixed priorities. The algorithm services higher priority queues with absolute preferential treatment over lower-priority queues. This can cause large delays and even packet losses of lower priority traffic if there is a constant flow of high priority traffic. This queuing algorithm cannot be coupled to the CAR policing/classification function. Because of that, PQ can not be used for deploying differentiated services IP networks. 

2.2.2. Custom Queuing

CQ is also an historical queuing algorithm that aims to share bandwidth proportional between different traffic classes. A prioritized servicing of the different traffic classes is not possible. As with PQ the classification is done according to network protocol and incoming interface. 

CQ handles traffic by assigning a specified amount of queue space to each class of packets and then serving the queues in a round robin fashion. All queues are serviced with a configurable byte count.  

The CQ can not be used for deploying differentiated services IP networks because of the absence of priority assignment to traffic classes and the missing classification according to IP port numbers.

2.2.3. Weighted Fair Queuing

The WFQ implementation separates traffic streams into several categories. For instance we can distinguish high priority data flows (for low bandwidth critical streams) and low priority flows (for background bulk streams). All of the queued high priority traffic is transmitted entirely in a timely fashion. The low priority traffic flows share the remaining outgoing link capacity between them. The classification of the incoming traffic flows is done according to source/destination addresses and port numbers.

WFQ is efficient in that it will use whatever bandwidth is available to forward traffic from lower priority flows if no traffic from higher priority flows is present. Because of this and because of the classification according to port numbers the WFQ implementation could be used as a building block for a differentiated services network in the EDISON context.

2.2.4. Distributed Weighted Fair Queuing

DWFQ is the newest queuing algorithm implemented in CISCO IOS. Currently it is only available in CISCO IOS 11.1.x.CC release line and runs only on the 7000/7500 family with Route Switch Processor (RSP) and VIP interface cards. The whole processing of the WFQ algorithm is done on the VIP. 

DWFQ extends the WFQ algorithm with more flexibility. The algorithm can be used in one of the following three modes: Flow based WFQ, QoS based WFQ or ToS based WFQ.  

With flow based WFQ, packets are classified by flow (source-destination pair of address and TCP/UDP port number and ToS field). Each flow corresponds to a separate output queue. When a packet is assigned to a flow, it is placed in the queue for that flow. During periods of congestion, WFQ allocates an equal share of the bandwidth to each active queue that means all flows are equally weighted.

With QoS based WFQ, packets are assigned to different queues based on their QoS group. A QoS group is an internal classification of packets used by the router. The CAR policing function could be used to classify (assign) packets to QoS groups. 

With ToS based WFQ, packets are classified based only on the 2 low order IP precedence bits. That means only four classes are supported.

With both, QoS and ToS based DWFQ a weight can be specified for each class. In periods of congestion, each class is allocated a percentage of the output link bandwidth equal to the weight of the classes. When the output interface is not congested, queues can use any available bandwidth.

The QoS and ToS based WFQ could be used for building a differentiated services network in the EDISON context. However DWFQ is available only on the IOS 11.1.x.CC release line and there is no Generic Traffic Shaping (GTS) feature support in that line, which could limit the deployment of this algorithm in a differentiated services network. A drawback is the availability of DWFQ on only the RSP 7000/7500 router family.

2.3. Traffic Shaping

2.3.1. Generic Traffic Shaping (GTS)

The GTS feature allows the shaping of outgoing traffic on an interface. The packets are shaped according to a configurable traffic profile, which is defined by three parameters: an average rate, a maximum rate, and a burst size. So GTS can be used to reduce the burstiness of a packet stream, or to reduce the data rate of an outgoing interface. It is useful to avoid congestion on following nodes, or to fulfil service levle agreements with a network provider.

The GTS feature is supported in the main IOS line (11.2, 11.3, 12.0) and on all router families.  

2.3.2. ATM Traffic Shaping

If the outgoing interface is an ATM interface connected to an public ATM network, there exists service level agreements on ATM level which defines ATM traffic profiles expressed with the parameters peak cell rate, sustained cell rate and maximum burst size. Therefore it is required that the ATM interface supports ATM traffic shaping. If traffic shaping on ATM level is not supported GTS could be used only if the SLA with the PNOs has enough tolerances of the ATM traffic profile parameters. The most important parameter here is the maximum burst size on ATM level. The effect of GTS parameters to UBR ATM cell stream profiles would need more investigation.

3. Differentiated Services Tests

· During a test session in early Dec.’98 combinations of the above CISCO features have been tested on a testbed at RUS 

3.1. Test Bed Description

The goal of the tests was to find the best combination of policing, queuing and traffic shaping mechanisms and its parameterisation that provides separation of network QoS with regard to throughput, packet loss, delay and delay variation. Figure 1 shows the physical configuration.
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Figure 1 testbed physical configuration

Two SUN workstations dstest1 and dstest2 were connected through dedicated 10 Mbit/s Ethernet lines to a Cisco7505 router. The router was used as test platform of CISCO QoS features running IOS 12.0.1. The workstations run a UDP traffic generator/analyzer, which generates simultaneously different UDP data streams with well defined UDP traffic profiles on dstest2 and measures the number of received UDP packets on dstest1.

The two data flows were sent on different ports which assigned them to two different service classes The router was configured according to a SLA, that assigned to port number 10000 the high priority QoS (precedence 7). Traffic flows with port numbers 30000 were assigned to best effort QoS (precedence 0).

3.2. Test Suites and Results

3.2.1. Router Configuration: CAR, Weighted Fair Queuing and Generic Traffic Shaping

The provision of separated services for best effort data flows and a high priority data flow in an aggregate bandwidth of 1 Mbps was achieved by deploying the WFQ algorithm and the GTS traffic shaping function on the outgoing interface. On the incoming interface the CAR function was used as a combined traffic classification and policing function. 

In the following the relevant router configuration is shown in greater detail:

The router was configured to provide best effort service for flow 2 (UDP port number 30000, all IP addresses) and high priority service for flow 1 (ICMP, UDP port number 10000 and all IP addresses). This was achieved by configuring three main functionalities: 

· Traffic stream classification according to incoming IP packets’ destination port number 

· Policing function on incoming interface separately for each classified traffic stream

· Limitation of interfaces’ outgoing rate together with 

· WFQ which provides each classified traffic stream a weighted share of the outgoing bandwidth.

Following the relevant router configuration:

a) Definition of access-lists, which assigns internal router indexes to traffic flows:
Flow 1 (UDP protocol, all src IP, all dest IP, port number 10000) the internal router index 101.
Flow 2 (UDP protocol, all src IP, all dest IP, port number 30000) the internal router index 103.
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Figure 2 Definition of access list needed by CAR feature
b) Definition of CAR (policing) function for input traffic on interface 192.168.20.2 and 192.168.10.2.


[image: image3.wmf]interface Ethernet1/0/2

  description : line to Sparc Ultra

  ip address 192.168.20.2 255.255.255.0

  rate-limit input access-group 103 8000000 2000000 2000000

        conform-action set-prec-transmit 0 exceed-action set-prec-transmit 0

  rate-limit input access-group 101 800000 16000 16000

        conform-action set-prec-transmit 7 exceed-action set-prec-transmit 0

interface Ethernet1/0/1

  description : line to Sparc2

  ip address 192.168.10.2 255.255.255.0

  rate-limit input access-group 103 8000000 2000000 2000000

        conform-action set-prec-transmit 0 exceed-action set-prec-transmit 0

  rate-limit input access-group 101 800000 16000 16000

        conform-action set-prec-transmit 7 exceed-action set-prec-transmit 0


Figure 3 Configuration of CAR feature as policing function

a) Definition of WFQ queuing algorithm with default parameters and 
GTS traffic shaping function for outgoing traffic on interface 192.168.10.2 and 192.168.20.2.


[image: image4.wmf]interface Ethernet1/0/1

  description : line to Sparc2

  ip address 192.168.10.2 255.255.255.0

  fair-queue 4096 256 0

  traffic-shape rate 1000000 25000 25000 1000

interface Ethernet1/0/2

  description : line to Sparc Ultra

  ip address 192.168.20.2 255.255.255.0

  fair-queue 4096 256 0

  traffic-shape rate 1000000 25000 25000 1000


Figure 4 Configuration of outgoing port with GTS and WFQ features

This configuration should result in a QoS separation for flow 1 and flow 2, providing high priority network QoS for data flow 1 as long as its traffic profile meets the traffic contract. Flow 2 gets best effort service and can use also unused bandwidth of flow 1. If flow 1 exceeds its traffic contract, then it gets the same best effort service as flow 2.

3.2.2. Traffic Measurement Results

3.2.2.1. Bandwidth separation

The following table shows the measurement results generated with ‘bench’. Two parallel UDP data flows on workstation dstest2 were generated and sent through the router to workstation dstest1. On dstest1 the received traffic was analysed. Data flow 1 was sent on port 10000, i.e. assigned to the high priority QoS class. The sending rate has been progressively increased from 200 kbit/s to 1000 kbit/s. Data flow 2 was sent on port number 30000, i.e. assigned to the best effort QoS class. The sending rate was constant, equal to 2000 kbit/s in order to load the router.

Flow 1 high priority
Flow 2 low priority (best effort)

Send [kbit/s]
Recv [kbit/s]
loss [kbit/s]
Send [kbit/s]
Recv [kbit/s]
Loss [kbit/s]

204
204
0
1978
858
1120

544
544
0
1978
651
1327

681
681
0
1978
176
1802

749
718
31
1978
137
1841

817
687
130
1978
163
1815

885
683
202
1978
176
1802

1020
685
335
1978
167
1811

1978
654
1324
1978
208
1770

Table 1: Throughput and packet loss measurements of competing data flow 1 and 2


df1: precedence class 7 (high priority) for send rate < 700 kbit/s


df2: precedence class 0 (low priority)

This table shows the QoS separation done by the router, in presence of the best effort data flow 2 that overloaded the outgoing link, which was limited to 1000 kbit/s. On data flow 1, no losses occurred up to ~700 kbit/s. Beyond this threshold, losses occurred also on data flow 1. The observed threshold is below the configured average rate threshold of 800 kbit/s. The reason could be the bursty nature of the traffic stream of the UDP data traffic generator which sends during each burst a certain number of packets, and then waits for some time before sending the next burst. The resulting threshold depends from the three parameters of the policing algorithm (CAR) which controls both the average rate and the maximum burst length. The influence of the CAR function parameters to the maximum burst length needs more investigation.
The overall losses on data flow 1 are less than on data flow 2, even if the sending rate is the same on both data flows. This is because only the threshold’s exceeding sending rate is processed as best effort traffic

3.2.2.2. Delay Separation

In order to test the separation of QoS parameters delay and delay jitter two data flows were generated in parallel. Data flow 1 was generated using ICMP messages (pings) with packet size 256 Byte and an interdeparture time of 1s, the round trip time was measured. 
Data flow 2 was generated as UDP stream, with packet size 256 byte and 20 packets in each burst, every 20 ms, resulting in an average rate of 2000 kbit/s. 

Precedence class 7 was assigned to data flow 1 which used the predefined UDP port number 10000 and the ICMP protocol (pings). Precedence class 0 was assigned to data flow 2 which used predefined UDP port number 30000. The assignment of precedence classes to port numbers and protocols was exploited by using Cisco’s CAR feature as shown in Figure 3. 

The delay measurements showed that in the presence of best effort background traffic (Data flow 2) overloading the output port, the high priority data flow 1 was influenced in terms of increasing packet delay and packet delay jitter. Figure 5 shows this result in greater detail. 
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Figure 5: 
Round trip time of high priority flow (precedence 7) in precence of fully loaded outgoing port by best effort flow during timeslot [200..500].

20% spared bandwidth on outgoing link for high priority data flow

In order to avoid overloading the output interface, the policing function (CAR) of the incoming interface has been set to discard packets on best effort data flow 2 that exceed the average rate of 800 kbit/s (see .) Figure 7 shows the round trip delay of the high priority data flow 1 with this configuration. 
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  ip address 192.168.20.2 255.255.255.0
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        conform-action set-prec-transmit 0 exceed-action 

drop

  rate-limit input access-group 101 800000 16000 16000
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interface Ethernet1/0/1

  description : line to Sparc2

  ip address 192.168.10.2 255.255.255.0

  rate-limit input access-group 103 

800000

 

16000 16000

        conform-action set-prec-transmit 0 exceed-action 

drop

  rate-limit input access-group 101 800000 16000 16000

        conform-action set-prec-transmit 7 exceed-action set-prec-transmit 0


Figure 6 CAR configuration with reduced threshold (800kbit/s) for best effort flow
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Figure 7: 
Round trip time measurement of high priority flow (precedence 7) with configured discard threshold=800 kbit/s on best effort flow.

It shows that with not overloaded outgoing port the delay of the high priority data flow 1 still increases, but much more less than with overloaded outgoing port.

Half of outgoing bandwidth spared for high priority data flow

The measurment was repeated after reducing the CAR threshold of data flow 2 to 500 kbps. The result shows the follwing Figure 9
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Figure 8 CAR configuration with reduced threshold (500kbit/s) for best effort flow
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Figure 9 
Round trip time measurement of high priority flow (precedence 7) with configured discard threshold=500 kbit/s on best effort flow.

Conclusion:

The above round trip time measurements show that, using  ip precedence together with WFQ, a guarantee of delay QoS for high priority flows is only achivable if a multiple of the actual average rate is reserved on the outgoing port.

3.2.2.3. Packet loss separation

The packet losses were also measured. On data flow 2 (best effort) packet losses occurred as predictable due to the overloaded outgoing port. However, in presence of data flow 1 (high priority) the packet losses of data flow 2 increased, data flow 1 passed the router without packet loss. 

4. Conclusions

The currently available features of Cisco’s IOS 12.0.1 like CAR in conjunction with WFQ are suitable to provide differentiated services in terms of bandwidth provision and packet loss for different data flows.

The data flows are identified through IP precedence classes which can be assigned to the flows based on port numbers, IP destination- and source addresses. This assignment has to be done at the boundary node of a DS domain. On Cisco 7500 routers running IOS 12.0 this assignment is supported by the CAR feature.

However, the tests have demonstrated that the available mechanisms on the used router are not able to support very hard and guaranteed requirements in terms of packet delay and packet delay variation unless the background traffic is strongly rate limited by CAR policing.

5. Further tests

Further tests are planned to get a deeper understanding of CISCO QoS services, resolve open issues and find the best possible configuration for a separation of througput, loss and delay.
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interface Ethernet1/0/1


  description : line to Sparc2


  ip address 192.168.10.2 255.255.255.0


  fair-queue 4096 256 0


  traffic-shape rate 1000000 25000 25000 1000


interface Ethernet1/0/2


  description : line to Sparc Ultra


  ip address 192.168.20.2 255.255.255.0


  fair-queue 4096 256 0


  traffic-shape rate 1000000 25000 25000 1000
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  rate-limit input access-group 103 500000 16000 16000 
        conform-action set-prec-transmit 0 exceed-action drop
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Access-list 101 permit icmp any any


access-list 101 permit udp any any eq 10000


access-list 103 permit udp any any eq 30000


